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“Renewing” a Code-Signing Certificate - 2014 
 
Time really does continue to go faster as I continue to get older. 
 
Really?  Can it really be time to renew my code-signing certificate? AGAIN?? 
 
Yes.  Sigh. 
 
All right… let’s not quibble over terminology.  One doesn’t actually “renew” an existing certificate.  But 
since my previous certificate was also purchased through Lindersoft’s “deal”, I used the same credentials 
this time.  And with a few strategically placed swift kicks, the whole process took about 16 hours.  Plus a 
couple of days’ advance planning. 
 
Part of the content of a code-signing certificate is an attestation that you are who you say you are. 
How Comodo (or any other certificate issuing authority) decides to verify that is their choice. 
In the past, I’ve been asked for a copy of a business license, bank statement in the business name, utility 
bill, phone bill, etc. 
But I also recalled a delay from my purchase three years ago because my website’s WHOIS information 
was protected by my domain registrar’s privacy service.  
 
So a couple of days before initiating the certificate process, I logged into my registrar and turned off the 
privacy settings for my domain.  I did it a couple of days in advance to allow whatever to propagate.  Was 
this necessary or helpful?  Dunno.   
 

 
 
Figuring that Comodo might be processing this in Europe and that I would be working from home on 
Friday, I placed my order on Thursday evening Pacific time (USA).  Based on my prior experience, I was 
expecting I’d need to receive a confirming phone call on my business phone number, and that number 
only rings at my residence. 
 
I started by logging in to the Lindersoft website 
 
In the past, the recommendation was to use Windows XP and Internet Explorer. 
Feeling carefree and chipper, however, I opted to use a Windows 8.1 virtual machine.  I did use IE, 
though, as that’s the only browser I have in that VM. 
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Began at the lindersoft.com website, selecting the 3 Years option: 
 

 
 
 
Logged in with the credentials that Friedrich sends out to current customers.  It’s the information at the 
bottom of the “there’s a new SetupBuilder build available” emails. 
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Now it was time to specify stuff and pay. 
 
But one piece of “stuff” was different and unexpected. 
 
There’s now a choice as to the hash algorithm to be used –   SHA-1 or SHA-2.  
A wee bit of google revealed that SHA-1 certificates are being deprecated (announced November 11, 
2013 
http://blogs.technet.com/b/pki/archive/2013/11/12/sha1-deprecation-policy.aspx  ) 
So buying SHA-2 seemed the obvious choice. 
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The ordering page admonishes one to back up one’s private key.  However, I really didn’t know how to 
do that… in that we no longer wind up with certificate files as we did in the old XP days. 
I wound up making a snapshot of my virtual machine after I placed the order. 
 
You definitely want to mark your private key as exportable. 
I’m not sure what “user protected” involves, but marked that as well. 
 
Perhaps that’s why I got the next popup window. 
DO REMEMBER THE PASSWORD YOU CREATE HERE! 
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Does anybody actually read these things?? 
 

 
 
  



Jane Fleming  May 29, 2014  Page 6 of 19 

Paid. 
 
Made a note of my order number. 
 
Then immediately opened a support ticket.   
 
No, it’s not that I was expecting an instantaneous reply.  But past experience has led me to think this is a 
good way to find out exactly what they need next. 
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Friday morning, I checked the status of my ticket.  Noticed that the creation time it shows is either UTC 
or European local time.  (Because it shows “AM” rather than military time, I’m guessing the latter.) 
 
The ticket only said they needed to phone my business number, and asked for an available time. 
I said “now” and updated the ticket. 
 
Note that they specified my phone number, which apparently they found listed somewhere. 
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Not one who does well at the “waiting for the phone to ring” game, after about an hour and a half I 
opened a chat window on Comodo’s support website. 
 
And then received a phone call.  Caller-ID just said “SKYPE CALLER”. 
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Within the next hour, I received an email with a collection code. 
 

 
 
 
I opened the link in Internet Explorer on the virtual machine I had used to create the certificate request. 
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After the certificate downloaded into Windows, the next task was to export it to a file that I can back up 
and use with SetupBuilder or with batch files in my development environment. 
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Within IE, Tools then Internet options to begin. 
 

 
 
Then click the Content tab, and the Certificates button. 
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Highlight my lovely new certificate and click Export. 
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Yes, I want to export the private key. 
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I do NOT want to delete the private key from its crypto hiding place on this machine. 
 

 
 
This is the password for this PFX file I’m creating – not the password I used when ordering the 
certificate.   
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File name for the PFX file I’m creating. 
 

 
 
Confirm. 
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But wait…  remember that password I created when I was ordering the certificate? 
 
Need to enter that now to complete the PFX file export. 
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Of SHA-2 And Other Things 
 
Well, that was easy.  Now to start blasting out SHA-2 signatures. 
 
But how will I tell? 
 
I’ve found two ways.  I think.   
It turns out that Windows 8.x shows more information on the digital signature part of Program Properties 
than I’ve seen in Windows 7 or earlier. 
 
And you can also use signtool to show the signature properties. 
 
My first effort led me to think I’d somehow specified the wrong certificate parameters after all. 
The exe I signed with the new certificate showed “sha 1”. 
 

 



Jane Fleming  May 29, 2014  Page 18 of 19 

Apparently, signtool happily defaults to SHA-1. 
 
You don’t actually tell it to use SHA-2 per se. Rather, you specify a longer key length.  
(Quoth Wikipedia, “SHA-2 is a set of cryptographic hash functions (SHA-224, SHA-256, SHA-384, 
SHA-512, SHA-512/224, SHA-512/256) designed by the U.S. National Security Agency (NSA) and 
published in 2001 by the NIST as a U.S. Federal Information Processing Standard (FIPS).”) 
 
So using the /fd switch with signtool, I specified SHA512.   
 
Et voilà… 
 

 
 
This DOES seem to require a reasonably current version of signtool.exe.   
I tried using the /fd switch with the 2006 vintage version of signtool that I had on one of my machines and 
it kicked sand in my face.  
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To check a file using signtool, run  
 
 signtool verify /pa /v FileNameToBeChecked 
 
 
This shows my app signed without specifying the key length to use: 
 

 
 
 
And this shows the same app when it’s been signed using   
 
 /fd SHA512 
 

 
 
 
 


